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Mr. Norvill Jones, Staff Member

Committee on Foreign Relations

United States Senate

Viashington, D.C. 20510

Dear Mr. Jones:

In‘gg%éhégfreply to your letter of February 12, 1974,
L

addressed to the Legal Adviser, the following are the

answers to the questions posed in the guestionnaire vyou

enclosed. The answers are as complete as possible at

this date. Because of the contents, this letter is

classified. Where particular respénses are unclassified,

this is so indicated.

1.(a) What are the wr

any, requiring the State Department's clearance of requests
from the FBI for the initiation of electronic surveillance
of foreign diplomatic personnel or other foreigners in the

U.S5.? Surveillance of Americans abroad by the FBI or other
ILLEGIB

security agencies? —

l.(a) There are no regulations requiring State Depart-
ment clearance of, or liaison or consultation regarding,
FBI requests for initiation of electronic surveillance.
The FBI does not consult the Department of State on
surveillance of foreigners other than those on the
diplomatic list and those who are employees of

diplomatic establishments but do not have diplomatic

status.

\ \
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We know of no regulations that require State
Department clearance for surveillance of Americans
abroad by the FBI or other security agencies.

1. (b) What procedures are in effect between the State
Department and the FBI relative to clearance of electronic
surveillances of foreigners who are not on the diplomatic
list?
l.(b) As indicated in (a), there are no procedures
in effect as to foreigners except those on the
diplomatic list and those whofare employees of
diplomatic establishments but do not have
diplomatic status. The procedures for both are
the same and are described in 2 below.
1.(c) How many people are on the diplomatic list? What
is the estimate of the number of people who work in foreign

missions in the U.S. who are not on the diplomatic list?

BEGIN UNCLASSIFIED -
l.(c) Diplomats listed on November 1973
Diplomatic List ) 1,968
Embassy Staff employees in
Washington 3,700
International organizations
(includes all career and
staff employees) _ 9,581
Consular officers _2,000
17,249

END UNCLASSIFIED
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DOS 25X1A The FBI does not consult State regarding
the surveillance of foreigners who are not connected

with diplomatic offices.

DOS 25X1A
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BEGIN UNCLASSIFIED

A search of the State Department's records
for the period 1964-1974 has disclosed no instance
of electronic surveillance of American citizens
having been requested or conducted by the

v Department of State.

In discharge of its special responsibilities
in Berlin, the United States Government has carried
on electronic surveillance there. Several Americans,
alleging that they were placed under surveillance,

Approved For Release 2000/09/03 : CIA-RDP83B00823R000800030007-0 *
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UNCLASSIFIED

9‘

‘+

have filed suit against the Department of Defense.
Inasmuch as this litigation is pending, the
Department of State is unable to provide details
on participation by its constituent elements.

An element of the Defense Department employed
a telephone tap in an American Embassy at an overseas
location during the period 21-27 March 1973. This
telephone intercept was used in the office of an
American military member who was the subject of a
criminal investigation together with various local
national suspects. It was carried out under the
provisions of DoD Directive 5200.24 and reported to
the office of the Secretary of Defense as required
by that regulation. The action was taken with the
concurrence of the Chief of Mission based on probable
cause which was determined by.the subject's military
commancder. The investigation involved was jointly
conducted by U.S. military investigative personnel
and local national police authorities. The
investigation was of mutual concern to both
countries. 1In this instance, the approval and
conduct originated with the Department of Defense
under the provisions of a DoD regulation as cited
above. Since the concurrence of the Chief of Mission
was obtained, however, it is being included in our
reply.

DOS 25X1A

END UNCLASSIFIED
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BEGIN UNCLASSIFIED

11. For each of the last ten vears please provide

number of:

(a) surveillances of Americans within the U.S. initiated,
approved, or conducted by the Department of State, broken
down between wiretaps, electronic eavesdropping ("bugs"),
physical surveillance, cover surveillance, and other

surveillance?
11. (a) None.

1l. For each of the last ten years please provide tﬁé
nunber of: .

(b) surveillances of Americans abroad which were
initiated, approved, or conducted by the Department
of State, broken down between wiretaps, electronic
eavesdropping ("bugs"), physical surveillance, cover
surveillance, and other surveillance (please indicate
\ any overlaps, e.g., if an American was the subject of

both a wiretap and a bug)?

11.(b) A search in the State Department records

for the period 1964-1974 has disclosed no instance

in which surveillance of Americans, either in the

United States or abroad, has been requested, approved,

or conducted by the Department of State, except for the
AQQC special casesin Bexrlin mentioned in 7 above.

»
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12.

of

13.

With reference to electronic or personal surveillance
Americans abroad:

Are there any regulations governing the clearance

(a)

and conduct of such operations?

12.{a) Yes, the general regulations on special
investigative techniques previously furnished apply
to this kind of case as well as to others (see SY
433.10 attached).

12. With reference to electronic or personal surveillance
of Americans abroad:
(b) Does the FBI or CIA normally ask for the ambassador's

12,

. of

i2.

approval for such operations° If so, does the ambassador
seek the Department's advice or keep the Department
informed about such requests?

2.(b) State Department instructions require repre-
sentatives of the CIA and FBI abroad to review their
covert action and clandestine intelligence collection
programs with the Ambassador. The Ambassador is not
expected to be cognizant of operational details.nor
is he required to seek the Department's advice or
to keep the Department informed of the detalls of
such programs or operatlons. : ,

Capt , ;
Wlth refarence to electronic or personal survolllance
Americans abroad:

(c) Does the Department know how many Americans abroad
are currently under U.S.-initiated surveillance, either
being carried cut by a U.S. agency or by cooperating
foreign officials? )

12.(c) No.

With reference to electronic or personal surveillance

of Americans abroad:

(d) In what proportion of the cases is surveillance of
Americans abroad carried out without the approwval or

knowledge of the ambassador?

12.(d) ©Not known.

UNCLASSIFIED
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13. With reference to investigations for leaks, please
provide:
o (a) the number of investigations for leaks in each of
the last ten years, including the specific leak
investigated.

13.(a) During the past ten years, the Department
has investigated 23 cases of unauthorized disclosure
of classified or privileged information. In many
cases, the Department's inquiries were but a part

of a broader investigation involving other Federal
agencies. '

The incidence of cases, by year, was as follows:

1964: 2 “1969: 3
1965: 0 - 1970: 2
1966: 1 1971: 8
1967: 0 1972: 3
1968: 4 1972: ¢

ILLEGIB

DOS 25X1A

SECRET

Approved For Release 2000/09/03 : CIA-RDP83B00823R000800030007-0




DOS 25X1A
Approved For Release 2000/09/03 : CIA-RDP83B00823R000800030007-0

Approved For Release 2000/09/03 : CIA-RDP83B00823R000800030007-0



Approved For Release 2000/09/03 : CIA-RDP83B00823R600800030007-0

DOS 25X1A SECRET ' Y 16.

BEGIN UNCLASSIFIED

14, With reference to the U.S. Intelllgence Board, please
provide the following information insofar as it is known
from Departmental partlclpatlon in the Board:

—

(a) Does the Board ever recommend the 1n1t1atlon of
electronic surveillance operations?

(b) 1Is the Board apprised of the existence of electronic
surveillances for national security purposes? If so, in
what manner?

(c) Describe the Board's role, if any, in 1nvest1gatlons
v\ for leaks.

(d) What was the Board's involvement, if any, in the
investigations for leaks of information regarding the
SALT negotiations, the Pentagon Papers, the Jack Anderson
documents and other leaks during the period 1969-1972?

' UNCLASSIFIED
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(e) Does the Board ever consider inter—-agency matters
relating to U.S. electronic surveillance activities?

14. While the Department of State has membership

on the United States Intelligence Board, its Chairman
is the Director of the Central Intelligence Agency
and the Department believes that any questions con-
cerning the Board's activities or policies would more
properly be addressed to the Chairman.

15. How many electronic surveillances initiated, approved,
or carried out by State were terminated as a result of the
Supreme Court decision in the Keith case, United States v.
United States District Court, 407 U.S. 297 (1972)? -

15. None, insofar as we are aware.

DOS 25X1A

END UNCLASSIFIED -
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BEGIN UNCLASSIFIED

17. To the best of the Department's knowledge, none
of its personnel has employed any "special investi-
gative techniques" in relation to any American
citizens at home or abroad in the past ten years.

. UNCLASSIFIED
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18.

UNCLASSTIFIED *19.

How many reports have been received from posts

abroad for each of the last five years concerning
U.S. citizens traveling abroad who "indicate a dis-
affection toward the United States", as specified in
11 FAM 430.17 .

19.

18. There is no statistical breakdown possible on
this. A manual check of passport records would be
necessary.

How many reports have been made pursuant to the

telegram of November 2, 1972, concerning the reporting
by U.5. diplomatic posts on the activities of U.S.
military absentees in foreign countries?

20.

19. The Department of State doces not record these
reports, which are primarily of concern to the
Defense Department.

Please supply the following information for the

Department of State:

(a)

Number of personnel on the Department's rolls

with the technical skills to conduct electronic
surveillance (either bugging or tapping).

20. (a) . The Department assumes that virtually anyone
who can operate a home tape recorder could effect an
electronic surveillance. Anyone with any of a wide
variety of technical skills or experience would be
even more likely to be able to do so, using equipment
readily available in open commerce. Thus, it is a
virtual impossibility to determine the number of
personnel on the Department's rolls with adequate
technical knowledge to conduct electronic surveillance.
To be sure, any of the engineers or technicians of

the Office of Security who are involved in the effort
to counter electronic and other forms of surveillance
of State premises and personnel presumably could
conduct positive surveillance but none do nor are there
any personnel on the rolls or on contract to the
Department of State whose duties are to engage in

such surveillance activities.

UNCLASSIFIED
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20. Please supply the following information for the
Department of State:

(b) The number of pieces of equipment owned by or
in the control of the Department capable of being
used for:

(1) telephone surveillances

(2) microphone surveillances

(3) recording telephone calls without
knowledge of the caller.

20.(b). Again, assuming virtually any tape recorder
could be used to record telephone or other conversa-
tions surreptitiously, any effort to account for all
such pieces of equipment would require the review of
literally hundreds of inventory records and to

little practical purpose. In actual fact, the
Department does not engage in electronic surveillance
and, therefore, has no equipment intended for that
purpose.

DOS 25X1A END UNCLASSIFIED

SECRET
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BEGIN UNCLASSIFIED

22.(a) Copies of Foreign Affairs Manual Circular
No. 1022 and Department of State Instructions
CW-4099 (November 9, 1961) and CW-4999 (December 19,
1961) were submitted previously in the informal
stage of this review. Executive Order 10450
(section 8-d), of course, requires referral to
the FBI or any information developed during the
background investigation of an applicant or
employee which indicates the individual may

have been guilty of disloyalty or certain other
activities adversely affecting the national
security.

22. Please provide:

(b) copies of all ey1st1ng statutes, executive orders,
and regulations concerning reporting on Americans
resident abroad.

22.(b). See 11 FAM 430 previously furnished.

. 23. Does the Department maintain files on individual

©  U.S. citizens who could be classified as potential
"trouble makers" for foreign policy or security reasons?
If so, please describe the extent of these files.
Describe the inter-agency procedures in effect for
sharing information of this nature.

UNCLASSIFIED
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23. There is no category of files which fits into
this description. Under Department regulations

(22 C.F.R. 51.70(b) (4)) a passport may be refused

to a person when the Secretary determines that his
activities abroad are causing or are likely to

cause serious damage to the national security or the
foreign policy of the United States. Information
received by the Department bearing on the application
of this regulation to a particular individual would
be placed in the passport file of that individual.
Also under Department regulations (22 C.F.R. 51.33),
information in passport files is privileged and may
not be released except: :

"(b) Pursuant to a subpoena or court order
directing the production of passport records.

"{(c) At the request of another Government
agency.

's

The Office ofxégdﬁrltyqﬁn indiv”ual employeeyﬁzles

or fx1 es on 1 estlgatlons copdd 1nclhde infofmation
erizing, the ipdgzlduﬁl

which festlt in cha%a
in this ¢ tegoryf\\Howeve ,‘sucH 1nforma; on is
accessiiXle only thr%PoQ/ an %} search o& name or
incid t\ﬁéles.

Finally, as indicated in the attachment (Tab E)
labeled "Protective Intelligence", the Office of”
Securlty maintains some files on what might be
called "trouble-makers."

24. Has the United States entered into international
agreements for commitments concerning electronic surveillance
operations involving foreign diplomatic missions in the U.S.?
If so, please provide the text of those agreements or
commitments?

24. There are no agreements of this kind. The
Department is not aware of any commitments of this
kind.

~UNCLASSIFIED
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446 Misccilaneous Investiga.tiong
e

£46.1 Leak of information Cases

446,11 General

A leak of information case arises when classi-
fied or administratively controlled information
becomes available to a person or persens not
authorized to receive it, Obviously a person

\_. . unauthorized to receive classified information
Q: : 1s unlikely to reveal the source from which
he obtained it, Therefore, the Special Agent,
in all probability, will have to use an indirect
tncthod of investipation, Cases of tlits kind
? arec extremely difficult to solve, since infor-
mation may be disseminated in a variety of
ways. However, certain inquirles may aid in
dctcrr_nining how the material was compromised,
- or at least indicate some of the ways In which
compromise could have occurred.
5-20-66 * TL:SY-1
CONFIDENTIAL
GROUP 1
Txrluded from autozatlo
downgrading and
declanglfioation | - -
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The Department receives information from
offices abroad, other povermronts, other
United States agencies, and private individual
—..—in addition to information that originates in the
__Department. The first stop in a teak of infor-
77 mnation that has been compromised.  After
“"determining the origin and the date of its
arrival in the Department of State, the -pecial
Agent should ook into the pos sibilities of
compromise outside the Department, In
this regard it may be nccessary to request
that inquiry be made abroad or by some other
agency through Headquarters.

446.13 Investigation of Possibility of Leak
in the Department

In following up possibilitics of vompromise

within the Department, the number of copies

of the basic document involved, together with

the distribution given the copics, should be

determined. If the basic document is (1) an
Operations Memorandum; (2} a telegram; (3) g
“a WIROM; or (4) an airgram, this information

should be obtained from the Records Services

Division. If the document in question is an
Official-Informal letter or an office memo-

%y randum, the office of primary interest {action)
will have to be contacted, Following this,
inquiry must be made at each office receiving
copies to determine the names of the irclividuals
who received the document; the present location
of the copies; whether any copics have been

" “destroyed; and whether or not any person
having access to the compromiscd information
made the document available to others, dis-
cussed it with others, or discussed it in any
place where the information might be in-
advertently overheard by others. Inquiry
must also be made to establish if any copy
has been left exposed in an unoccupied office,
has been taken from the Department, or
otherwise handled in a way that might lend
ftself to compromise, In making these in-
"vestigations, the Special Agent should coordi-
nate with the appropriate unit sccurity officers,
The cooperation of the Special Assistant for
Press Relations has been valuable In such
cases, and he may be contacted. Represcnta-
‘tives of the Press arec not to be interviewed

by Special Agents in conncctior with these
cases without special permission from Head-

qurters.
CRrRouP 1
Excluded fron autozatlo
downgrading and
declassification
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DEPARTM ENT OF STATE

Washlngton, D.C. 20520 ' : TADR
MEMORANDUM - Date:

IRR/OIL No.

T0:

FROM: INR/OIL - Williem C, Jones XII

SUEJECT:

The sttoch=d FBI report contodns erio.l obtein=2d from particularly
SENSITIVE souwrces, ond muet therafore be given SPECYAL EANDLIIIG.
Frequently the substance of the .{c.pi)"t vill appecr to be of lesser
importonce; bub in such cases it is the oxigin end pot the invormation
which éotermines the sensitivity. Uze of or ellusion to the inforwation
counlsa u_Q__n:H'zo thene sourecs. Jt should be hz2ld &g clogely s rossible.
m - SS;‘JI‘}' "-n di::nlcn"\ -(: 'bo
they shonld be centieonad es
sary to commmnicate the infor-

the oddreas
other ofrTicers concerned with

s

to its sensitivity. Should 1

pation outslide of the Deparimond t Lo} 1214, JHNR concurrance is
required. All parsens r‘EE”':li_l“; the xrewonrt }‘Dllﬂ eirm belov.  Eivurn of
" the repwt (BY FauD) 0 LNR/OiL. Loom €03¢ would be EDPrECLELCA

NANDE : ' " DATE

- Ces
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which have been commented on above, but rather to
observe other procedures as outlined in the attached
instructions.

PROTECTIVE INTELLIGEICE

In fulfilling its responsibilities for the protection
of the Secretary of State and certain other dignitaries,
the Office of Security maintains files concerning per-
sons who have written threatening letters or otherwise
made themselves suspact as potential threats to tha
safety of the Sacretary or other parsons protected. The
relevant portion of our Instructions and Procedures

“"The Office of Security maintains a 'erank and threat!

file. The file is maintained in two parts: 1, alphabetical,
by name; 2, gzographical. :

The file consists of all ‘crank and threat' letters

" recelved by mail, surmaries of all crank telephone

calls, summaries of statements made by and the physical

‘descriptions of all unauthorized visitors to the Secratary
;. of State and foreiaqn diguitaries visiting the United
" States, and informaticn furnished by other intelligence

agencies of the U.S. Government.

_When the Secretary of State travels abroad or visiting

dignitaries travel in the United States, vertinent infor-
mation from this file is forwarded to the Special Agents
and Security Officers concerned.”

When the Secretary or other persons being protected
travels to a different jurisdiction either home or abroad
and we have reason to balieve any potential sarces of
threat are located in these jurisdictions, it is our
practice to provide a summary of information availahle

-Yegarding these sourcaes of threat to the local official

sharing the protective responsibilitiss. We also share
protective intelligence information with the United States
Secret Service ani othar Foderal agencies as appropride
when the nature of the information suggest that it falls
within the scope of the latter's lawful responsibilities.

) ' | JFLOW

CONFIDENTIAL

’
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